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Jad can be used:

» for recovering lost source codes;

n for exploring the sources of Java runtime libraries;
» as a Java disassembler;

= as a Java source code cleaner and beautifier. &
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23 0ct2007 Sun Alert 102934 Security Yulnerabilities in the Java Runtime Environment Image Parsing Code May
Allow a Untrusted Applet to Elevate Privileges
vosted by Sun Security Goordination Team in Alerts

Product: Java 2 Platform, Standard Edition
A buffer averflaw wuinerability in the image parsing code in the Java Runtime Environment may allow an untrusted applet ar appiication to
elevate its privileges. For example, an applet may orant itself permissions ta read and write local fles or execute Iocal applications that are
acceseible 1o the user unning the untrusted applet.
A secandvulnerabllity may allow an Untrusted applet o application to cause the Java virtual Machine to hang
Sun acknawledges, with thanks, Chris Evans ofthe Goagle Security Team, for bringing these issues to our attention
These issues are aiso referenced in the following documents:
CVE-2007-2788 at hitp:icve mitre argicgh hinfcvename cgi7name=CVE-2007-2788
CVE-2007-2789 at http:icve mitre org/coi hinjcvename coi?name=CVYE-2007-2769
Avoidance: Patch, Upgrade
State: Resalved
First released: 31-May-2007

Sun Alert Link: hitp:fisunsolve.sun comisearchjdocument.do? assetkey=1-26-102834-1
Permalink | Gomments [1]
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Security

Ciscussions of specific security issues and technologies campatible with the Java language
Kerberas &Java G35 (G55 163 §a86 Feb 8, 2008 12:25 FM
Cryptography 4,547 118,913 Feb 10, 2008 5:27 PM
Java Secure Socket Extension (JSSE) 2,260 53,296 Feb 9, 2008 8:56 PM
Signed Applets 1,470 14,892 Feb 10, 2008 2:37 PM
Other Security APIs, Toals, and ssues 3,073 18,571 Feb 10, 2008 11:57
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Car ¢ = new Car();

/I compile-time checks
Vehicle v =c;
Object o =c;

Il run-time checks
Car c2 = (Car)o;
Truck t = (Truck)o;
Stratus s = (Stratus)c;

/I ok - upcast
/I ok — upcast

/I ok — legal downcast
/I error — illegal cast
/I error — illegal cast
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||& this.getClass().getClassLoader().loadClass()
Account a = new pkg2.Account(); ‘/
- #1 $ & 2#!
Class.forName("pkg2.Account");
--OR--
ClassLoader loader = new MyClassLoader();
Class. forName( "pkg2.Account" | true, loader);
- #1 < | #1

ClassLoader loader = new MyClassLoader();

Class accountClass =
loader.loadClass("pkg2.Account");

Object acct = accountClass.newlnstance();
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class MyClassLoader extends SecureClassLoader {

protected Class findClass(String name) {

byte[] b = loadMyClassData(name);
return (b == null) ? null : defineClass(name,
b, 0, b.length);

}
private byte[] loadMyClassData(String name) {
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/I There is no restriction to any algorithms.

permission javax.crypto.

CryptoAllPermission
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